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CPA SysTrust— 2000
Introduction
What is the purpose of this SysTrust Alert?
The AICPA’s Special Committee on Assurance Services (SCAS) 
identified systems reliability assurance as an assurance service 
that could be provided by CPAs. W ith the formation o f the 
Systems Reliability Task Force came the development o f  an 
assurance service called CPA SysTrust. Since its introduction, a 
significant level o f  interest has developed in this emerging 
practice area. To address this interest, the AICPA’s Accounting 
and Auditing Publications Team is introducing this Assurance 
Services Alert on CPA SysTrust services. This Alert serves both 
as an introduction to those who are unfam iliar with CPA 
SysTrust, as well as an update o f important new developments 
for those who have expanded their practice to include SysTrust 
engagements.
SysTrust services offer great potential for practitioners by 
building on the CPAs reputation for independence, objectivity, 
and integrity. M ost CPAs already possess some o f the compe­
tencies that are needed to perform  SysTrust engagements. 
For example, many o f  the general skill sets that are required 
o f  an auditor, such as understanding AICPA Professional 
Standards, internal controls, business processes, risk manage­
ment and project management translate directly into SysTrust 
engagements.
We hope that the information provided in this Alert will assist 
you in ensuring your long-term  professional grow th by 
tapping into the full potential o f the SysTrust engagement.
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Systems Reliability Assurance Services
What are assurance services? What is systems reliability assurance?
The SCAS, whose charge was to assess the economics o f auditing 
and its likely future, concluded that financial statement auditing is 
no longer a growth industry. After extensive research, the SCAS 
identified opportunities for additional work in the audit tradition, 
suggesting that a wider variety o f assurance engagements could be 
offered. The SCAS defines these assurance services as follows:
Independent professional services that improve the quality of 
information or its context for decision makers. This informa­
tion can be financial or nonfinancial, historical or prospective.
The SCAS identified a number of new assurance services1 for 
which business plans were developed. The business plans assessed 
the market potential o f each service, and identified the steps that 
CPAs should take to begin offering these services. Among the as­
surance services cited by the SCAS was systems reliability.
The SCAS concluded that managers and other employees have be­
come more dependent on information than ever before. Increas­
ingly they require this information to be made available online. So, 
there is a greater urgency for it to be accurate and reliable— in real 
time. To achieve this end, a greater focus must be placed on the re­
liability o f systems that generate this information, rather than cor­
recting data after the fact. Thus, an opportunity presents itself for a 
new service that provides assurance on systems reliability.
But how would this assurance be provided? Assurance would be 
provided by evaluating whether an entity has maintained effective 
controls that enable its information systems to function reliably. 
This would be the most effective approach, given the impractical­
ity of using traditional methods of auditing data. A CPA would 
evaluate the system against established criteria. Assurance would 
then be provided regarding the effects o f controls over the avail­
ability, security, integrity, and maintainability of the system.
1. The full report of the SCAS is available, free of charge, on the AICPA’s Web site, at 
http://www.aicpa.org/assurance/scas/index.htm.
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Does SysTrust move the profession into uncharted waters, or is it 
a logical extension of services the profession already provides? To 
answer this question, consider the services provided by CPAs that 
are similar to SysTrust, that is, services that address the quality of 
information systems. For example, the profession currently—
• Issues reports on the effectiveness o f internal control over 
financial reporting measured against specified criteria (for 
example, as established by the Committee on Sponsoring 
Organizations [COSO] o f the Treadway Commission) as 
o f a point in time (in accordance with Statements on Stan­
dards for Attestation Engagements (SSAE) No, 2, Report­
ing on an Entity’s Internal Control Over Financial Reporting 
[AICPA, Professional Standards, vol. 1, AT sec. 400]).
•  Communicates conditions identified during a financial 
statement audit that could adversely affect the reporting o f 
data in the financial statements (in accordance with State­
ment on Auditing Standards [SAS] No. 60, Communica­
tion o f Internal Control Related Matters Noted in an Audit 
[AICPA, Professional Standards, vol, 1, AU sec, 325]).
•  Issues reports intended for other auditors. The two types of 
reports are (1) a description of controls at a service organi­
zation at a point in time and (2) selected tests o f effective­
ness to achieve specific control objectives over a period—  
generally six months (in accordance with SAS No. 70, Ser­
vice Organizations [AICPA, Professional Standards, vol. 1, 
AU sec. 324]).
In addition, the profession also provides consulting services that 
involve systems design and implementation. However, these ser­
vices do not provide explicit assurance.
How do these services differ from systems reliability assurance? 
These services do not provide information users with an indica­
tion o f the reliability o f a system over a period o f time. CPAs 
could however, provide users with assurance about the effective­
ness o f controls over a systems reliability. That’s where the new 
SysTrust service comes in. But what exactly is SysTrust all about?
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Executive Summary— Systems Reliability Assurance Services
• The AICPA’s Special Committee on Assurance Services (SCAS) has 
identified systems reliability assurance as an assurance service that 
can be provided by CPAs.
• Systems reliability assurance assesses the effectiveness of controls 
over a system’s reliability.
• Systems reliability assurance provides users with assurance that a sys­
tem has proper controls in place to produce reliable information.
• Providing assurance on systems reliability is a logical extension of the 
attest function. In fact, CPAs currently provide services that in some 
ways are similar to systems reliability assurance.
The ABCs of CPA SysTrust
What is CPA SysTrust?
CPA SysTrust, simply stated, is a new professional service that 
provides assurance on the reliability of systems. Developed jointly 
by the AICPA and the Canadian Institute o f Chartered Accoun­
tants (CICA), SysTrust provides assurance by testing and evaluat­
ing whether a system is reliable. A system’s reliability is measured 
against relevant and reliable criteria, as set forth in the 
AICPA/CICA SysTrust™ Principles and Criteria for Systems Relia­
bility (see the “SysTrust Principles and Criteria” section o f this 
Alert for further information).
The CPA evaluates a system against the SysTrust Principles and 
Criteria and determines whether controls over the system exist. 
The CPA then performs tests to determine whether those controls 
were operating effectively during a specified period. If the system 
examined adheres to the SysTrust Principles and Criteria, an un­
qualified attestation report is issued. This attestation report—  
which covers a historical period o f time2— addresses whether 
management has maintained effective controls over its system.
2. The proposed SysTrust Principles and Criteria, version 2.0, would, among other changes, 
permit point-in-time reporting for preimplementation phase engagements. See the 
“Exposure Draft—Principles and Criteria” section of this Alert for further information.
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Management must provide the CPA with an assertion regarding 
the effectiveness o f controls over the availability, security, in­
tegrity, and maintainability o f the system.3 The CPA may then 
report on either of the following:
• Management’s assertion that it maintained effective con­
trols over the reliability o f the system during the period 
covered by the report.
•  The subject matter— that is, the effectiveness o f the con­
trols over the reliability o f the system during the period 
covered by the report.
In addition to the attestation report, a SysTrust engagement leads 
to a reporting package that includes a description of the system 
examined, and in many cases includes management’s assertion 
about the effectiveness o f controls over the system reliability prin­
ciples being reported on.
Executive Summary— The ABCs of CPA SysTrust
• SysTrust is a new professional service that provides assurance on the 
effectiveness of controls over the reliability of systems.
• CPAs can provide assurance on the effectiveness of controls over systems 
reliability by evaluating a system against the AICPA/CICA SysTrust 
Principles and Criteria for Systems Reliability, to determine whether 
controls over the system exist and whether they operate effectively.
• The objective of a SysTrust engagement is to improve the quality of 
information or its context through the issuance of an attestation re­
port, or by providing other related services such as consulting or 
agreed upon procedures. This report, along with a system descrip­
tion, and often management’s assertion about the effectiveness of 
controls over the reliability of the system, are all elements of a Sys­
Trust reporting package.
3. The proposed SysTrust Principles and Criteria, version 2.0, would, among other 
changes, permit an engagement to be undertaken to report on any one or more of 
the four principles. See the “Exposure Draft— Principles and Criteria” section of this 
Alert for further information.
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The Systems Reliability Market and CPA SysTrust
What is the market for systems reliability assurance and CPA SysTrust 
services? Why should my firm provide this service?
At this point one might ask, “Does the marketplace need this ser­
vice?” For the answer, lets examine some o f the characteristics o f 
the current business environment, along with the role o f infor­
mation systems and the data they produce.
Recent advances in information technology have made greater 
computing power available to many enterprises at lower costs. It 
has now become the rule, not the exception, for business infor­
mation to be processed electronically. Organizations need, and 
expect, online access to reliable systems. This has taken on in­
creasing importance in our interconnected global economy, 
where electronic commerce and the continuous disclosure o f cor­
porate information continue their upward trend. Intense market­
place pressures have made it necessary for enterprises to find ways 
to exploit their systems to gain competitive advantages.
Enormous amounts o f information are now readily available at 
the click of a mouse button. And, this information has evolved 
into much more than just basic recordkeeping data. Information, 
and the systems that produce it, have become critical components 
in an entity’s day-to-day operations, the production o f its prod­
ucts or services, customer and partner relations, and the like. 
Given its significance, corporate management and their boards of 
directors, among others, are concerned about whether the sys­
tems they rely on provide timely and reliable information.
These concerns often extend beyond the internal boundaries o f 
an enterprise. Outside parties often rely on an entity’s system. 
Keep in mind that the consequences o f an unreliable system can 
be severe. For example—
• System failures and crashes can deny internal and external 
users access to essential services.
•  Unauthorized access to a system make it more vulnerable 
to viruses and hackers.
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•  System changes may result in unintended negative side ef­
fects, such as the loss o f access to system services, loss of 
data confidentiality, or loss of data integrity.
• Media coverage of high-profile system failures undermine 
customer and investor confidence, sometimes leading to 
substantial losses in market value and/or market share.
So, it is clear that those who rely on an entity’s systems will de­
mand that they be reliable. Without a CPA’s involvement, how­
ever, they will have no assurance about the reliability o f those 
systems and the data they produce.
System users, owners, and builders all have a stake in systems reli­
ability and therefore might have an interest in SysTrust assurance. 
What is the size o f this potential market? Although this is difficult 
to determine with any degree o f precision, keep in mind that com­
panies make decisions affecting trillions o f dollars annually. To ob­
tain the information necessary to transact this business, they 
spend hundreds of billions of dollars on information technology. 
The U.S. Department o f Commerce estimates that private invest­
ment in hardware alone— not including software or employee 
costs— is $200 billion per year. If expenditures to ensure system 
reliability amounted to just 1 percent o f this total, a market in the 
billions could be implied. Trends suggest that the importance of 
this area will only increase over time, given the growing depen­
dence on information systems. Thus, systems reliability assurance 
has the potential to become a lucrative practice niche.
Why should CPAs provide SysTrust services? Clearly, the market­
place has expressed the need and desire for reliable systems. What 
is also clear is the need for assurance that the systems that process 
information used for critical decisions are in fact reliable. That’s 
where SysTrust comes in. A SysTrust engagement can provide as­
surance by attesting to system availability, security, integrity, and 
maintainability. Who else but CPAs are so well positioned to 
offer this service? CPAs already have credibility regarding systems 
that deal with financial reporting. SysTrust is therefore a logical 
extension of services the profession already provides. As the prac­
tice of auditing evolves to address growing systems sophistication.
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this will fall more and more within the mainstream of auditing. 
Accordingly, marketplace permission can be expected to increase 
over time.
However, CPAs are not alone in this arena. As technology be­
comes more sophisticated, competition from specialists will in­
tensify. These competitors will not be CPAs/assurers who provide 
services on systems, but systems specialists who provide an assur­
ance service. However, CPAs should be able to leverage their 
competitive advantages, such as—
• Access to client personnel and the relationship that already 
exists with the client.
• The CPA’s reputation for independence, integrity, objec­
tivity, and discretion.
• The CPA’s familiarity with controls integrated in financial 
reporting systems.
• The comprehensive ethics and professional standards that 
CPAs must adhere to when providing services.
Also note that even though many o f the skill sets needed to con­
duct a SysTrust engagement already exist in most CPA firms, 
some may have to be developed. The necessary competencies in­
clude the ability to provide assurance services and a knowledge of 
the related subject matter, such as general and specialized infor­
mation technology competencies. These competencies can be de­
veloped through staff training, and in some cases, through the use 
of outside specialists.
Executive Summary— The Systems Reliability Market and CPA 
SysTrust
• More than ever before, greater computing power has become more 
widely available at lower costs. As a result, most business informa­
tion is processed electronically,
• With greater reliance on electronic systems comes the concern about 
whether information produced is timely and reliable. SysTrust can 
help address these concerns.
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CPAs are well positioned to provide SysTrust assurance because it is 
a logical extension of the assurance services already provided by the 
profession.
CPAs who are considering expanding their practice to include Sys­
Trust engagements should consider the competitive environment 
and how they can respond by leveraging their existing strengths.
Although CPAs possess many of the competencies needed to con­
duct a SysTrust engagement, some additional information technol­
ogy skills may be needed.
CPA SysTrust Licensing
How can my firm start performing SysTrust engagements?
CPA SysTrust is service-marked by the AICPA and the CICA. So, 
before you can begin performing a SysTrust engagement, you 
must be licensed by the AICPA/CICA. The licensing process is 
simple. Just purchase the AICPA/CICA SysTrust Principles and  
Criteria for Systems Reliability (a minimal fee is charged), and you 
are licensed! But remember, you must adhere to the licensing pro­
visions, which include quality control requirements designed to 
maintain the value of the SysTrust brand.
Here is a brief overview o f the some of the issues addressed in the 
SysTrust licensing agreement (see appendix C of this Alert for a 
copy o f the full agreement containing all the specific details). 
Topics are grouped by sections, as follows—
• Definitions. This section offers definitions of key SysTrust 
terminology. In addition, emphasis is given to the fact that 
the SysTrust servicemark and logo are proprietary rights of 
the AICPA/CICA. They may be used by permission only.
• Grant and qualifications. This section bestows the nonex­
clusive license to use the SysTrust service marks. Note that 
the SysTrust servicemark may be used only in connection 
with providing SysTrust services. In addition, this section 
sets forth the requirement that the practitioner enroll in an 
AICPA approved practice-monitoring program.
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Quality control. This section identifies the standards to be 
followed, advertising rights, and the requirement that Sys­
Trust services be provided under a system of quality con­
trol. Be aware that SysTrust services offered under the 
attestation standards must be provided as an examination 
level service"4 (for example, a review-level engagement 
would not be sufficient to provide a SysTrust report). Note 
that SysTrust services can also include consulting services 
and, as contemplated in the proposed version 2.0 o f the 
SysTrust Principles and Criteria, agreed-upon procedures 
engagements.
Records. This section outlines the records retention policy 
for SysTrust engagements. You must document your Sys­
Trust engagements with complete and accurate working 
papers that are maintained for three years.
Disclaimer. This section addresses the issue o f practi­
tioner risk.
Indemnity. This section discusses practitioner indemnifi­
cation o f the AICPA.
Practitioner undertakings. This section sets forth various 
stipulations designed to protect the intellectual property 
rights underlying the SysTrust Principles and Criteria and 
to restrict the use o f the SysTrust service mark.
Termination. This section discusses the AICPA's right to 
terminate the agreement in the event of noncompliance.
Applicable law; disputes. This section addresses methods of 
dispute resolution.
Assignment. This section identifies transfer and assign­
ment restrictions. Note that the practitioner does not have 
the right to transfer any o f the intellectual property rights 
associated with SysTrust.
4. Note that the proposed SysTrust Principles and Criteria, version 2.0, offers expanded 
guidance to address agreed-upon procedures engagements. See the “Exposure 
Draft— Principles and Criteria” section of this Alert for further information.
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•  Sole understanding. This section outlines the parameters of 
the agreement. Keep in mind that SysTrust is governed by 
the licensing agreement, the principles and criteria, AICPA 
attestations standards, quality control standards, bylaws, 
the code of conduct, and consulting services standards.
Remember, this is just a brief overview. Refer to appendix C for 
the agreement itself.
SysTrust Principles and Criteria
What are the SysTrust Principles and Criteria? Can they be used only for 
SysTrust engagements?
As we have discussed, the purpose of a SysTrust engagement is to 
provide assurance on the effectiveness o f controls over the relia­
bility o f an information system. That assurance can be provided 
by a CPA who conducts an examination that evaluates the con­
trols over a systems reliability.
The basis for judging whether a system is reliable is set forth in 
the SysTrust Principles and Criteria (Principles and Criteria). A 
system will be deemed reliable if it is capable of operating with­
out material error, fault, or failure during a specified period in a 
specified environment. A SysTrust engagement involves the test­
ing and evaluation o f a system to determine whether the controls 
over system reliability are effective when measured against the 
Principles and Criteria. (The Principles and Criteria can also be 
used for other purposes. More on that later.)
The Principles and Criteria consist of—
• Four principles that identify the parameters and attributes 
of a reliable system.
• Fifty-eight criteria underlying these principles that estab­
lish the specific control objectives a system must meet to 
be considered reliable.
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The principles address the following concerns:
• Availability. Is the system available for operation and use 
at the times set forth in service-level statements or agree­
ments? Is the system accessible for processing and mainte­
nance, and is the information stored within the system 
accessible when needed?
• Security. Is access to the system restricted to protect against 
unauthorized physical and logical access? This includes pre­
serving privacy and confidentiality o f information.
• Integrity. Does the system have processing integrity? Is 
the system’s processing complete, accurate, timely, and 
authorized?
• M aintainability. Can the system be updated when re­
quired, and in a manner that continues to provide for sys­
tem availability, security, and integrity? What is the entity’s 
capacity to perform necessary maintenance? Can that 
maintenance be performed without negative side effects?
Underlying each o f these principles is a set o f criteria against 
which a system can be evaluated. The criteria represent controls 
that should be in place, and operating effectively, to conclude 
that a system is reliable. The criteria associated with each of the 
principles are structured into three subsets o f controls: policies, 
procedures, and monitoring. The general categories o f criteria 
under each of the principles include the following.
Criteria underlying the Availability Principle are—
• The entity has defined and communicated performance 
objectives, policies, and standards for system availability.
• The entity uses procedures, people, software, data, and in­
frastructure to achieve system availability objectives in ac­
cordance with established policies and standards.
• The entity monitors the system and takes action to achieve 
compliance with system availability objectives, policies, 
and standards.
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Criteria underlying the Security Principle are—
• The entity has defined and communicated performance 
objectives, policies, and standards for system security.
• The entity uses procedures, people, software, data, and in­
frastructure to achieve system security objectives in accor­
dance with established policies and standards.
• The entity monitors the system and takes action to achieve 
compliance with system security objectives, policies, and 
standards.
Criteria underlying the Integrity Principle are—
• The entity has defined and communicated performance 
objectives, policies, and standards for system processing 
integrity.
•  The entity uses procedures, people, software, data, and in­
frastructure to achieve system processing integrity objec­
tives in accordance with established policies and standards.
•  The entity monitors the system and takes action to achieve 
compliance with system processing integrity objectives, 
policies, and standards.
Criteria underlying the Maintainability Principle are—
• The entity has defined and communicated performance ob­
jectives, policies, and standards for system maintainability.
• The entity uses procedures, people, software, data, and in­
frastructure to achieve system maintainability objectives in 
accordance with established policies and standards.
• The entity monitors the system and takes action to achieve 
compliance with maintainability objectives, policies, and 
standards.
In addition, the principles and criteria document contains illustra­
tive controls that support system reliability. The listing provides 
examples that are not intended to be all-inclusive, nor are they 
necessarily required for every system. Rather, the actual controls in
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place will often be engagement-specific, that is, tailored by man­
agement based on the circumstances unique to each client.
The principles and criteria may also be used to provide nonattest 
services. For example—
• Assurance through consulting could be provided during 
the design stage o f a systems development. Consulting ser­
vices might also be rendered in the form of an engagement 
to review a system to assess its readiness for a SysTrust ex­
amination. Assistance could be provided in connection 
with a system description o f a system that is the subject of 
an engagement, or the organization of information pro­
vided by management on the controls in place that relate 
to certain principles and criteria.
•  If, as anticipated, SysTrust becomes the benchmark for sys­
tems reliability, systems personnel will turn to the princi­
ples and criteria for guidance on the minimum reliability 
criteria for systems.
The principles and criteria are set forth in the AICPA/CICA Sys­
Trust Principles and Criteria for Systems Reliability, Version 1.0 (See 
appendix D of this Alert).5
Executive Summary—  SysTrust Principles and Criteria
• The purpose of a SysTrust engagement is to provide assurance on the 
effectiveness of controls over the reliability of an information system. 
The basis for judging whether controls over systems reliability are ef­
fective is set forth in the SysTrust Principles and Criteria.
• There are four principles and fifty-eight underlying criteria.
• The principles address the concepts of availability, security, integrity, 
and maintainability. The criteria represent the controls that should 
be in place, and operating effectively, in order to conclude that a sys­
tem is reliable.
5. An exposure draft has been issued for SysTrust Principles and Criteria, version 2.0. 
See the “Exposure Draft— Principles and Criteria” section of this Alert for further 
information.
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The principles and criteria can also be used for other purposes such 
as consulting services, and for internal use by systems developers or 
internal auditors.
See appendix D of this Alert for a copy of the AICPA/ CICA SysTrust 
Principles and Criteria for Systems Reliability, Version 1.0.
Professional Standards Applicable to SysTrust
What professional standards apply to the performance of SysTrust 
engagements?
SysTrust examination-level attestation engagements are per­
formed in accordance with SSAE No. 1, Attestation Standards 
(AICPA, Professional Standards, vol. 1, AT sec. 100).6 As required 
by the SysTrust Principles and Criteria, an examination-level7 en­
gagement must be performed to issue a SysTrust report. In addi­
tion to the SSAEs, remember that you are bound by the rules of 
the AICPA Code of Professional Conduct as well. The Code in­
cludes standards relating to independence, integrity, and objectiv­
ity. Practitioners who provide SysTrust services must also follow 
certain specific engagement requirements as outlined in the Sys­
Trust licensing agreement (see the “CPA SysTrust Licensing” sec­
tion of this Alert).
As with auditing standards, the attestation standards are divided 
into three categories: the general standards, standards o f field­
work, and standards of reporting.
The general attestation standards require that—
1. The engagement shall be performed by a practitioner or 
practitioners having adequate technical training and profi­
ciency in the attest function.
6. In Canada, SysTrust engagements are conducted in accordance with the CICA 
Handbook—Assurance Section 5025, Standards for Assurance Engagements.
7. Proposed for modification in version 2.0 o f the SysTrust Principles and Criteria. See 
the “Exposure Draft— Principles and Criteria, version 2.0” section of this Alert for 
further information.
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2. The engagement shall be performed by a practitioner or 
practitioners having adequate knowledge in the subject 
matter of the assertion.
3. The practitioner shall perform an engagement only if  he or 
she has reason to believe that the following two conditions 
exist:
-  The assertion is capable o f evaluation against reasonable 
criteria that either have been established by a recognized 
body or are stated in the assertion in a sufficiently clear 
and comprehensive manner for a knowledgeable reader 
to be able to understand them.
-  The assertion is capable o f reasonably consistent estima­
tion or measurement using such criteria.
4. In all matters relating to the engagement, an independence 
in mental attitude shall be maintained by the practitioner 
or practitioners.
5. Due professional care shall be exercised in the performance 
of the engagement.
The attestation standards of fieldwork require that—
1. The work shall be adequately planned and assistants, if 
any, shall be properly supervised.
2. Sufficient evidence shall be obtained to provide a reason­
able basis for the conclusion that is expressed in the report.
The attestation standards o f reporting require that—
1. The report shall identify the assertion being reported on 
and state the character o f the engagement.
2. The report shall state the practitioner’s conclusion about 
the reliability o f the assertion based on the established or 
stated criteria against which it was measured.
3. The report shall state all o f the practitioner’s significant 
reservations about the engagement and the assertion.
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4. The report on an engagement to evaluate an assertion that 
has been prepared based on agreed-upon criteria or on an 
engagement to apply agreed-upon procedures should con­
tain a statement limiting its use to the parties who have 
agreed upon such criteria or procedures.
The fourth general standard of attestation provides that “in all 
matters relating to the engagement, an independence in mental at­
titude shall be maintained by the practitioner or practitioners.” 
ET section 100 of AICPA Code of Professional Conduct (AICPA, 
Professional Standards, vol. 2) sets forth specific rules, interpreta­
tions, and rulings for engagements requiring independence.
Help Desk—Practitioners with independence or other ethics- 
related questions may obtain assistance by calling the AICPA 
Professional Ethics Team at (888) 777-7077.
The attestation standards are included in the AICPA Professional 
Standards, volume 1 (product no. 005019kk). They are also avail­
able as a separate publication in the AICPA Codification o f State­
ments on Standards fo r Attestation Engagements (product no. 
057268kk).8 A distillation o f the attestation standards, along 
with helpful implementation guidance, can be found in the 
AICPA CPE course How to Perform a SysTrust Engagement (prod­
uct no. 730026kk).
Performing the SysTrust Engagement— An Overview
How is a SysTrust engagement performed?
Here’s a thumbnail sketch o f some of the major steps involved in 
conducting a SysTrust engagement.
1. As with all professional engagements, the issue o f client ac­
ceptance should be addressed. Consideration o f client ac­
ceptance includes—
8. An exposure draft, Attestation Standards: Revision and Recodification, has been issued 
that would, among other things, supersede SSAE Nos. 1 through 9. You may down­
load the proposed SSAE at http://www.aicpa.org/members/div/auditstd/attest.htm.
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-  The firms business strategy (for example, a focus on a 
particular industry segment, such as electronic com­
merce entities).
-  An assessment o f risk associated with the client along 
with client integrity.
-  The nature of the services to be provided and the asso­
ciated fee structure.
2. As required by SSAE No. 7, Establishing an Understanding 
With the Client (AICPA, Professional Standards, vol. 1, AT 
sec. 100), the practitioner should establish an understand­
ing with the client regarding the services to be provided. 
Such an understanding reduces the risk that either the 
practitioner or the client may misinterpret the needs or ex­
pectations of the other party. The practitioner should doc­
ument the understanding in the working papers, 
preferably through a written communication with the 
client. The AICPA CPE course How to Perform a SysTrust 
Engagement (product no. 730026kk) outlines some o f the 
key elements that warrant inclusion in an engagement let­
ter used in a SysTrust engagement.
3. Proper planning of the engagement and adequate supervi­
sion o f staff are important elements in a SysTrust engage­
ment. Planning is critical in developing an efficient and 
effective engagement strategy, while proper supervision 
helps to ensure that the strategy is appropriately applied. 
Planning for a SysTrust engagement should include con­
sideration o f the criteria, the planned level o f assurance 
and materiality levels, the nature of the system to be exam­
ined, conditions that may cause the modification o f proce­
dures, and the nature o f the report to be issued. Proper 
supervision includes directing assistants, staying on top of 
significant issues, reviewing work, and the like. Keep in 
mind that some SysTrust engagements may require that an 
information technology specialist be engaged. The proper 
supervision o f such specialists will be necessary to ensure 
that appropriate standards are followed and that engage­
ment objectives are met.
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4. When planning the evidence-gathering process and identi­
fying the resources needed for the engagement, be sure to 
consider the nature o f the system and the industry. This 
risk assessment process should address all o f the system 
components and all9 o f the SysTrust Principles.
5. In SysTrust engagements that are conducted at the exami­
nation l e v e l , 10 the practitioner should gather sufficient evi­
dential matter that, in the practitioner’s professional 
judgment, will limit attestation risk to an appropriate level. 
Because SysTrust engagements focus on controls, eviden­
tial matter about the SysTrust Criteria will come predomi­
nantly from an assessment o f controls related to the 
criteria. The nature and extent of evidence obtained should 
consider the risks identified during the planning phase of 
the engagement.
6. A management representation letter obtained as part o f a 
SysTrust engagement is a useful tool for confirming cer­
tain evidence. Although it is not an independent source of 
evidence, it does function as part o f the evidential matter 
that supports the report issued. The AICPA CPE course 
How to Perform a SysTrust Engagement (product no. 
730026kk) outlines some o f the key elements that warrant 
inclusion in a management representation letter used in a 
SysTrust engagement.
7. The ultimate objective of a SysTrust engagement is the is­
suance of a practitioner’s report attesting to the effective­
ness o f controls over a system’s reliability. Reporting 
guidance, along with sample reports, can be found in the 
AICPA/CICA SysTrust Principles and Criteria for Systems 
Reliability. An example o f an unqualified report can be 
found in appendix A o f this Alert.
9. Proposed for modification in version 2.0 of the SysTrust Principles and Criteria. See 
the “Exposure Draft— Principles and Criteria, version 2.0” section o f this Alert for 
further information.
10. Ibid.
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8. The SysTrust Licensing Agreement (see appendix C o f this 
Alert) requires practitioners to maintain complete and ac­
curate working papers documenting all examinations in 
which a report is issued. Such working papers must be kept 
for three years following the end o f the calendar year in 
which the engagement was performed.
9. As provided for in the SysTrust Licensing Agreement, Sys­
Trust services must be provided under a system o f quality 
control. This system should cover issues relating to clients, 
personnel, engagement procedure, practice administration, 
and quality control review.
Help Desk—If you’d like more than a general overview, please 
refer to the AICPA CPE course How to Perform A SysTrust En­
gagement (product no. 730026kk) for a detailed, comprehen­
sive discussion of the pertinent issues.
Executive Summary— Performing the SysTrust Engagement—
An Overview
• This section provides a brief overview of some of the significant steps 
in a SysTrust engagement. A comprehensive discussion of this topic 
can be found in the AICPA CPE course How to Perform A SysTrust 
Engagement.
• As with all engagements, client acceptance is an important pre­
engagement activity. Among the matters to consider include client 
screening, preliminary risk assessment, engagement resources re­
quired, and establishing an understanding with the client.
• In conducting the examination, consideration must be given to 
planning and supervision, risk assessment, accumulating evidential 
matter, obtaining management representations, reporting issues, and 
engagement documentation.
• Remember also that the SysTrust Licensing Agreement requires that 
SysTrust services be provided under a system of quality control.
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Marketing CPA SysTrust
How can my firm market CPA SysTrust?
You now understand the concept o f systems reliability and Sys­
Trust services, and you are familiar with the SysTrust Principles 
and Criteria, along with the professional standards to be followed 
in a SysTrust engagement. You have also raised your awareness 
about some of the competitive forces that will develop in this en­
vironment. You are, or have decided to become, SysTrust li­
censed. Now, on to marketing the service. How can a firm sell 
this new service to existing and potential clients?
One of the easiest and perhaps most effective ways to market Sys­
Trust may simply be to describe the service and explain how it ad­
dresses current concerns about systems that are unsecured, 
unavailable when needed, or are unable to produce consistently 
accurate information. (A reliable system is capable o f operating 
without material error, flaw, or failure during a specified period of 
time, in a specified environment.) These may be among your 
most potent marketing tools. The facts in support of the SysTrust 
service are compelling, and it is a service that may ultimately be 
able to sell itself Consider the following—
• An unqualified SysTrust report can provide many inter­
ested parties with confidence about the reliability of sys­
tems they use in electronic commerce or one for which 
they pay user fees. Users o f this service might include 
shareholders, creditors, bankers, business partners, third- 
party users who outsource functions to other entities, 
stakeholders, and anyone who in some way relies on the 
continued availability, integrity, security, and maintainabil­
ity of a system.
• Management and the board o f directors can gain more 
confidence in their own internal systems by making sure 
they are subject to appropriate controls. As a result, senior 
management can improve decision making and marketing 
o f the products and services delivered through the system.
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• An entity that receives an unqualified SysTrust report can 
differentiate itself from competitors who cannot provide 
the same assurance to their business partners and cus­
tomers. Entities that undergo the rigors o f a SysTrust en­
gagement will be perceived as being better service 
providers— attuned to the risks posed by their environment 
and equipped with the controls that address those risks.
• Internal auditors and system owners can use SysTrust con­
cepts to guide them in developing and implementing a re­
liable system within an entity. So, SysTrust services can 
actually help lower costs, help avert systems-development 
rework, and prevent loss o f reputation or market share due 
to unreliable systems.
• System integrators, vendors, and those who do outsourc­
ing can engage a practitioner to provide assurance about 
the reliability o f the systems and services they provide to 
their customers. In turn, system builders and consultants 
can use the framework to design reliable systems.
What are some “real-life” examples o f the benefits that can result 
from SysTrust services? Let’s take a look at Reliable Corp. and 
others.
1. Reliable Corp. is competing to win business as a supplier 
to Wantz Assurance Department Store, a major retailer 
that has a just-in-time inventory system that depends on 
its suppliers. Reliable can differentiate itself from its com­
petitors with a SysTrust report on its systems. Wantz As­
surance also may require all o f its major suppliers to 
provide periodic SysTrust reports.
2. Ecom.com had a stellar rise in business and its share price 
doubled in twelve months. However, a series o f outages has 
lowered share prices and slowed sales growth. Ecom.com 
commissions a SysTrust report to provide confidence to its 
current and prospective customers and stakeholders that it 
has now put in place an appropriate level o f controls on its 
systems to achieve system reliability.
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3. An insurer is asked to provide Rest Assured Corp. with 
business interruption coverage. Before writing the cover­
age, the insurer asks Rest Assured to provide a SysTrust re­
port on its inventory management system.
4. Internet Info Associates publishes sales information on its 
Web site. External stakeholders voice concern about the re­
liability o f the information being disseminated. A regulator 
requires a periodic report on the system that furnishes fi­
nancial information to the entity’s Web site.
5. Fire Sale, Inc. is divesting itself o f a subsidiary. To increase 
buyer interest, ensure top price, and reduce buyers’ due 
diligence procedures, it commissions a SysTrust report on 
the subsidiary’s systems.
These and other scenarios suggest ways a SysTrust report can ben­
efit both internal and external stakeholders o f entities engaged in 
commercial activity that relies on key information systems. You 
may wish to consider such examples o f the practical application 
of SysTrust as possible elements of your marketing program.
The previous discussion includes just some of the selling points 
that may help you market SysTrust to existing and potential 
clients. Other valuable information about SysTrust that may be 
suitable for your marketing efforts can be found throughout this 
Alert, and on the AI CPA’s Web site at http://www.aicpa.org. In 
addition, the AICPA’s CPE course, SysTrust Service: An Overview 
to the New Assurance Services on Systems Reliability (product no. 
730027kk), contains helpful information on how your firm can 
market this new service.
Remember, as a CPA you have access to the key decision makers 
in senior management and the board o f directors. These parties 
are potential customers for SysTrust. A key component of your 
firm’s marketing plan should be to capitalize on these existing 
audit relationships. Good luck with your marketing efforts!
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Executive Summary— Marketing CPA SysTrust
• Describing the SysTrust service and explaining how it addresses con­
cerns about systems and the data they produce may be one of your 
most potent marketing tools.
• Among the strong selling points to emphasize include the fact that 
the assurance provided by a SysTrust report addresses widespread 
user concerns about systems that are unsecured, unavailable when 
needed, or unable to produce consistently accurate information.
• Remember that an entity that receives an unqualified SysTrust re­
port can differentiate itself from competitors who cannot provide 
the same assurance to interested parties.
• Other information suitable for use in your marketing efforts can be 
found in the AICPA’s CPE course SysTrust Service: An Overview to 
the New Assurance Services on Systems Reliability (product no. 
730027kk).
AICPA’s Systems Reliability Task Force
What are the major initiatives being undertaken by the AICPA’s Systems 
Reliability Task Force?
The AICPA/ CICA Systems Reliability Task Force (task force), 
whose original charge was to develop an assurance service to ad­
dress systems reliability, maintains a focus on the development 
and ongoing improvement of the SysTrust program.
The task force’s current focus is to build awareness and acceptance 
o f the SysTrust service among practitioners and the business com­
munity, including management, boards of directors, system devel­
opers, outsourcers, and internal auditors. The task force will seek 
to demonstrate the value of SysTrust to both industry and prac­
tice. For practitioners, SysTrust represents potentially significant 
engagements they can leverage into opportunities to provide other 
services such as security profiling and design, application controls 
consulting and privacy consulting.
To support effective and consistent use of SysTrust reporting, the 
task force has developed several training courses (see appendix E 
o f this Alert). In addition, it is putting together a competency
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model illustrating the skills needed to perform a SysTrust engage­
ment, as well as practice aids including model workplans, engage­
ment letters, and checklists o f controls.
AlCPA’s Continuous Audit Task Force
What Is the charge of the Continuous Audit Task Force as it relates to 
SysTrust?
The AICPA’s newly formed Continuous SysTrust Task Force will 
attempt to transform the existing SysTrust engagement from a 
static model, in which a practitioner provides assurance on the ef­
fectiveness of controls over the reliability o f a system for a period 
of time, to a continuous assurance model. The task force will try 
to arrive at a consensus on what continuous assurance means and 
to devise methods to provide that assurance using information 
technology. Further information on the topic o f continuous au­
diting may be found in the CICA/AICPA research report Contin­
uous Auditing (product no. 022510kk).
Exposure Draft— SysTrust Principles and Criteria,
Version 2.0
What are some of the significant changes in the proposed SysTrust 
Principles and Criteria, version 2.0?
The AICPA and CICA have issued an exposure draft o f the Sys­
Trust™ Principles and Criteria for Systems Reliability, Version 2.0. 
The principal differences between version 1.0 (November 1999) 
and version 2.0 o f the SysTrust Principles and Criteria include, 
but are not limited to, the following:
• Revision to the reporting guidance to permit reports on any one 
o f the four SysTrust Principles. Under version 1.0, a practi­
tioner could not accept a SysTrust engagement to report on 
less than all four principles (availability, security, integrity, 
and maintainability) and their related criteria. Under the
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proposed version 2.0, an engagement can be undertaken to 
report any one or more of the four principles.
• Clarification o f the extent to which the Security Principle covers 
the issue o f privacy. Privacy concerns related to restricting ac­
cess and the use of confidential information are addressed by 
the SysTrust Security Principle. Proposed version 2.0 clarifies 
that a practitioner performing a SysTrust engagement need 
only examine issues relating to privacy to the extent that the 
entity discloses its privacy policy in the system description or 
is affected by privacy-related laws and regulations.
• Inclusion o f engagements for systems in the preimplementation 
phase. Proposed version 2.0 provides guidance for engage­
ments to test the suitability o f the design o f controls with 
respect to systems that have not been placed into opera­
tion. The related report for these engagements would be 
for a point in time rather than for a period o f time.
• Expansion o f the guidance to address agreed-upon procedures 
engagements. Proposed version 2.0 includes agreed-upon 
procedures engagements in the range o f services encom­
passed by SysTrust.
• Additional examples o f practitioner s reports and modifica­
tions to other reports to improve readability. Version 2.0 
adds examples o f practitioner's reports—
-  Reporting on an assertion about the effectiveness o f 
controls over one of the principles.
-  Reporting on an assertion about the suitability o f the 
design of controls for systems in the preimplementation 
phase.
-  Reporting on an agreed-upon procedures or specified 
auditing procedures engagement.
The SysTrust Licensing Agreement will also be modified to re­
flect the provisions o f the SysTrust Principles and Criteria, ver­
sion 2.0. A copy o f the proposed licensing agreement (2.0), along 
with the original licensing agreement (1.0) can be found in ap­
pendix C of this Alert.
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Help Desk—The exposure draft of SysTrust Principles and Cri­
teria for Systems Reliability, Version 2.0  will be made available 
on the AICPA Web site at http://www.aicpa.org.
SysTrust Training Courses
Where can my firm obtain training for SysTrust?
In addition to this Assurance Services Alert on SysTrust, the 
AICPA also offers the following CPE courses to help train you 
train your firm’s staff to perform SysTrust engagements:
• SysTrust Service: An Overview to the New Assurance Service
on Systems Reliability (product no. 730027kk). The topics
discussed include—
— The SysTrust service— details o f the key concepts of Sys­
Trust, principles and criteria, management’s assertion, 
and system description.
— The SysTrust market— discusses the SysTrust value 
proposition, anticipated buyers, and the position of 
SysTrust relative to other system-oriented services.
— SysTrust overview— addresses the attributes o f the prin­
ciples and criteria and provides sources o f illustrative 
controls.
— Other topics— the key steps in a SysTrust examination, 
reporting issues, marketing the SysTrust service.
• How to Perform a SysTrust Engagement (product no.
730026kk). The topics discussed include—
— Applying the attestation standards in a SysTrust engage­
ment.
— A detailed examination o f the SysTrust Principles and 
Criteria, and illustrative controls.
— Engagement performance issues, such as independence, 
competencies, client screening, planning, documenta­
tion, and more.
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-  Other topics, including SSAE No. 1 reporting issues, 
competitor assessment, and marketing plan development.
The Assurance Services Alert CPA SysTrust will be published an­
nually. As you encounter practice issues that you believe warrant 
discussion in next year’s Alert, please feel free to share those with 
us. Any other comments that you have about the Alert would 
also be greatly appreciated. You may email your comments to 
gdietz@aicpa.org or send them to—
George Dietz, CPA 
AICPA
Harborside Financial Center
201 Plaza Three
Jersey City, N J 07311-3881
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APPENDIX A
Sample Unqualified Report
Reporting on an Assertion About the Effectiveness of 
Controls Based on AICPA Standards: Unqualified Opinion1
Independent Accountant's Report
We have examined the accompanying assertion by the manage­
ment of ABC Corporation regarding the effectiveness of its con­
trols over the availability, security, integrity, and maintainability of 
the Financial Services System during the period Month X, 200X, 
to Month XX, 200X, based on the SysTrust™ Principles and Cri­
teria established by the American Institute of Certified Public Ac­
countants (AICPA) and the Canadian Institute o f Chartered 
Accountants (CICA), which are available at www.aicpa.org/assur­
ance. This assertion is the responsibility o f the management of 
ABC Corporation. Our responsibility is to express an opinion on 
the aforementioned assertion based on our examination.
Management's description of the aspects o f the Financial Services 
System covered by its assertion is attached. We did not examine 
this description, and, accordingly, we do not express an opinion 
on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included 
(1) obtaining an understanding of the controls related to the 
availability, security, integrity, and maintainability o f the Finan­
cial Services System, (2) testing and evaluating the operating ef­
fectiveness o f the controls, and (3) performing such other 
procedures as we considered necessary in the circumstances. We 
believe that our examination provides a reasonable basis for our 
opinion.
1. Taken from the AICPA/CICA Exposure Draft SysTrust Principles and Criteria for Sys­
tems Reliability, version 2.0
35
Because o f the inherent limitations of controls, errors, or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to future periods is subject 
to the risk that changes made to the system or controls, changes 
in processing requirements, or the failure to make changes to the 
system when required may alter the validity o f such conclusions.
In our opinion, management's assertion that ABC Corporation 
maintained effective controls over the availability, security, in­
tegrity, and maintainability o f the Financial Services System to 
provide reasonable assurance that—
• The system was available for operation and use at times set 
forth in service-level statements or agreements,
•  The system was protected against unauthorized physical 
and logical access,
• The system processing was complete, accurate, timely, and 
authorized, and
• The system could be updated when required in a manner 
that continued to provide for system availability, security, 
and integrity
during the period Month X, 200X, to Month XX, 200X, based 
on the SysTrust™ Principles and Criteria established by the 
AICPA and the CICA, is fairly stated in all material respects.
[Signature]
[Date]
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APPENDIX B
Systems Reliability Task Force
The AICPA/CICA Systems Reliability Task Force and the AICPA 
staff contacts welcome your comments and questions about the 
SysTrust program. The following is contact information:
N am e A ddress P h on e/F ax/E -m ail
Doug McPhie 
Chair
Ernst & Young 
P.O. Box 251
Toronto Dominion Centre 
Toronto, Ontario M5K 1J7 
Canada
Phone: (416) 943-3800 
Fax: (416) 943-3341 
E-mail: doug.mcphie@ca. 
eyi.com
Efrim Boritz University of Waterloo 
30 Markdale Avenue 
Toronto, Ontario 
Canada M6C 1T 1
Phone: (416) 785-7250 or 
(519) 888-4567 x5774 
Fax: (416) 785-7251 
E-mail: jeboritz@ 
uwaterloo.ca
M. Marcel Labelle Deloitte & Touche 
1 Place Ville Marie 
Suite 3000
Montreal, Quebec H3B 4T9 
Canada
Phone: (514) 393-5472 
Fax: (514) 393-7140 
E-mail: marlabelle@ 
deloitte.ca
John Lainhart PricewaterhouseCoopers 
1616 North Fort Myer Drive 
Arlington, VA 22209-3100
Phone: (703) 741-1647 
Fax: (703) 741-1616 
E-mail: john.w.lainhart@ 
us.pwcglobal.com
Robert J. Reimer PricewaterhouseCoopers 
2300 One Lombard Place 
Winnipeg, Manitoba 
Canada R3B 0X6
Phone: (204) 926-2442 
Fax: (204) 944-1020 
E-mail: robert.j.reimer@ 
ca.pwcglobal.com
Fred Umbach Lucent Technologies 
475 South Street 
Morristown, NJ 07962
Phone: (973) 606-2254 
Fax: (973) 606-3306 
E-mail: fumbach@ 
lucent.com
(continued)
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Name Address Phone/Fax/E-mail
Miklos A. Vasarhelyi Graduate School of 
Management 
Rutgers University 
Ackerson Hall—Room 315 
180 University Avenue 
Newark, New Jersey 07102
Phone: (973) 353-5002 
Fax: (973) 353-1283 
E-mail: miklosv@ 
andromeda.rutgers.edu
Thomas E. Wallace KPMG, LLP 
3 Chestnut Ridge Road 
Montvale, New Jersey 07645
For all mailings:
15 Manor Road North 
Greenlawn, NY 11740
Phone: (201) 505-2145 
Fax: (201) 505-6211 
E-mail: tewallace@ 
kpmg.com
Phone: (516) 754-8116
Sander S. Wechsler BDO Seidman, LLP 
99 Monroe Avenue N.W. 
Suite 800
Grand Rapids, Michigan 
49503-2698
Phone: (616) 774-7000 
Fax: (616) 776-3680 
E-mail: SWECHSLER@ 
bdo.com
Dan White Grant Thornton, LLP 
One Prudential Plaza 
130 East Randolph Drive 
Chicago, IL 60601-6050
Phone: (312) 602-8703 
Fax: (312) 565-5868 
E-mail: dwhite@gt.com
AICPA Staff
Anthony Pugliese American Institute of CPAs Phone: (212) 596-6083
Director 1211 Avenue of the Americas Fax: (212) 596-6233
Assurance Services New York, NY 10036-8775 E-Mail: apugliese@ 
aicpa.org
Erin Mackler American Institute of CPAs Phone: (212) 596-6149
Technical Manager 1211 Avenue of the Americas Fax: (212) 596-6233
Assurance Services New York, NY 10036-8775 E-Mail: emackler@ 
aicpa.org
Judith Sherinsky American Institute of CPAs Phone: (212) 596-6031
Technical Manager 1211 Avenue of the Americas Fax: (212) 596-6091
Audit and Attest 
Standards
New York, NY 10036-8775 E-Mail: jsherinsky@ 
aicpa.org
Ron Halse American Institute of CPAs Phone: (201) 938-3788
Marketing Manager 201 Plaza III Fax: (201) 938-3780
Assurance Services Harborside Financial Center 
Jersey City, NJ 07311
E-mail: rhalse@aicpa.org
38
CICA Staff
Gregory P. Shields CICA
277 Wellington Street West 
Toronto, Ontario 
Canada M5V 3H2
Phone: (4l6) 204-3235 
Fax: (416) 204-3408 
E-mail: greg.shields@cica.ca
Bryan Walker ICA
277 Wellington Street West 
Toronto, Canada M5V 3H2
Phone: (416) 204-3278 
Fax: (416) 977-8585 
E-mail: bryan.walker@
cica.ca
Cairine Wilson CICA
277 Wellington Street West 
Toronto, Ontario M5V 3H2 
Canada
Phone: (416) 204-3349 
Fax: (416) 977-8585 
E-mail: cairine.wilson@ 
cica.ca
A S B  L ia iso n
George H. Tucker III Ernst & Young LLP 
2000 National City Center 
1900 E. Ninth Street 
Cleveland, OH 44114-3494
Phone: (216) 861-8271 
Fax: (216) 861-2034 
E-mail: george.tucker@ 
ey.com
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APPENDIX C
SysTrust Licensing Agreement
SYSTRUST LICENSE AGREEMENT— version 1.0
By using the SysTrust Principles and Criteria annexed hereto to 
provide SysTrust Services, you (“Practitioner”) agree to be bound 
by the terms and conditions o f this license. IF YOU D O  N O T 
AGREE TO  BE BO U N D  BY TH ESE TERM S AND C O N D I­
T IO N S, YOU MAY R ETU R N  T H E  SYSTRU ST PR IN CI­
PLES AND CRITERIA TO  T H E  AM ERICAN IN STIT U TE 
OF CERTIFIED PUBLIC ACCO UN TA N TS (“AICPA”), AT 
1211 AVENUE OF T H E  AM ERICAS, N EW  YORK, NY 
10036, FO R A FULL REFUND.
1. Definitions:
“Attestation Standards”: AICPA’s Statements on Standards for At­
testation Engagements and applicable standards referred to therein, 
as revised by AICPA from time to time.
“Examination Level” : the highest level o f assurance that can be 
provided under the Attestation Standards (i.e., procedures sufficient 
to assure low-level attestation risk and result in a positive opinion).
“Report” : Practitioner’s report, based on an engagement per­
formed under the Attestation Standards at the Examination 
Level, attesting that client’s assertion that a defined system meets 
all SysTrust Principles and Criteria is fairly stated.
“System of Quality Control”: the policies, standards and proce­
dures established by Practitioner to ensure it complies with the 
Attestation Standards and this Agreement, and its own policies 
and procedures, including an independent inspection o f Practi­
tioner’s SysTrust Services, its related quality assurance process and 
its annual license renewal representations pursuant to the AICPA 
Professional Standards, sections on Statements on Quality Control
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Standards, Bylaws, Code o f Professional Conduct and Ethics Rulings 
and Statement on Standards for Consulting Services, as revised by 
AICPA from time to time.
“SysTrust Marks” : SYSTRUST and the CPA SYSTRUST logo:
SysTrust
A s s u r i n g  R e l i a b i l i t y  o f  S y s t e m s
“SysTrust Principles and Criteria” : the AICPA/ CICA SysTrust™ 
Principles and Criteria for Systems Reliability, as revised from time- 
to-time. Information on how to obtain the current version can be 
found at http://www.aicpa.org or by contacting the AICPA’s As­
surance Services Team at (212) 596-6200.
“SysTrust Program” : AICPA’s promulgation of SysTrust Princi­
ples and Criteria and licensing of the SysTrust Marks and Practi­
tioner’s provision o f SysTrust Services and submission to the 
System o f Quality Control.
“ SysTrust Services” : Practitioner’s examination o f client’s sys­
tems and issuing o f Reports based on the SysTrust Principles and 
Criteria and consulting services related thereto.
2. Grant and Qualifications: Subject to the terms o f this Agree­
ment, AICPA grants Practitioner a non-exclusive license to use 
the SysTrust Marks in the United States solely in connection with 
providing SysTrust Services. Practitioner agrees, during the term of 
this Agreement, to maintain membership in good-standing in AICPA 
and to enroll in an AICPA approved practice-monitoring program.
3. Quality Control:
Standards: Practitioner shall provide SysTrust Services only as an 
Examination Level service under appropriate Attestation Stan­
dards, using as measurement criteria the current version of the 
SysTrust Principles and Criteria.
Advertising: Practitioner shall have the right, in the United 
States, for the sole purpose o f advertising, promoting or marketing 
the SysTrust Services, to use the SysTrust Marks in high-quality
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promotional and advertising materials in a manner prescribed by 
AICPA Professional Standards, section on Code o f Professional 
Conduct, provided Practitioner does not use the SysTrust Marks 
in any manner that, in AICPA’s opinion, may harm, dilute or re­
flect adversely on AICPA or the SysTrust Marks. Practitioner 
shall submit to AICPA's Assurance Services Team representative 
samples o f all new advertising and promotional materials using 
the SysTrust Marks for approval prior to publication or distribu­
tion, which AICPA may withhold in its sole discretion. Materials 
submitted shall be deemed approved if AICPA neither approves 
nor disapproves such materials within seven (7) business days 
after receipt.
System of Quality Control. Practitioner shall provide SysTrust 
Services under a System o f Quality Control. Practitioner ac­
knowledges that it has reviewed in detail AICPA Professional 
Standards, sections on Statements on Quality Control Standards, 
Bylaws, Code o f Professional Conduct and Ethics Rulings and State­
ment on Standards for Consulting Services and will maintain pos­
session of a current copy of same.
4. Records: Practitioner shall maintain, for three (3) years fol­
lowing the end of the calendar year in which it performs SysTrust 
Services, complete and accurate working papers documenting all 
examinations in which Practitioner issued Reports, and shall 
make these records available for inspection and copying by 
AICPA's representatives as reasonably requested.
5. Disclaimer: Use o f the SysTrust Principles and Criteria and 
providing of SysTrust Services are at Practitioner’s sole risk. The 
SysTrust Principles and Criteria are provided “as is,” without war­
ranty of any kind, and AICPA EXPRESSLY DISCLAIM S ALL 
W ARRANTIES, EXPRESS O R IM PLIED, IN C LU D IN G , 
BU T N O T  LIM ITED  TO , ANY IM PLIED W ARRANTIES 
OF N O N -IN FR IN G EM EN T, M ERCH ANTABILITY AN D 
FITNESS FO R A PARTICULAR PURPOSE.
6. Indemnity: Practitioner shall defend and indemnify AICPA 
from claims, suits, damages and costs (including attorneys’ fees) 
arising out of: (i) false advertising, fraud, misrepresentation or
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other claims related to Practitioner's SysTrust Services or use of the 
SysTrust Marks, other than solely that the SysTrust Marks infringe 
third-party rights; or (ii) Practitioner's breach of this Agreement.
7. Practitioner Undertakings; Practitioner agrees not to; (i) di­
rectly or indirectly challenge AICPA's ownership o f the SysTrust 
Marks or the validity o f this license; (ii) consent to any third- 
party representation concerning the SysTrust Principles and Cri­
teria or otherwise refer to the SysTrust Marks except in 
connection with Practitioner’s SysTrust Services; (iii) infringe 
AICPA’s copyrights in materials relating to the SysTrust Program, 
provided, that, Practitioner may, as a licensee hereunder, repro­
duce and distribute the SysTrust Principles and Criteria to its em­
ployees, clients and prospective clients in complete and accurate 
form, without charge, including AICPA’s copyright notice; or (iv) 
violate any laws, regulations or standards established by an entity 
of competent jurisdiction relating to the promotion or providing 
of SysTrust Services.
8. Termination; AICPA shall have the right to terminate this 
Agreement if Practitioner fails to cure any of the following within 
fifteen (15) days of notice from AICPA; (i) Practitioner’s license 
to practice accountancy is revoked or suspended; (ii) Practitioner 
is no longer a member in good-standing of AICPA and enrolled 
in an AICPA-approved practice-monitoring program; or (iii) 
Practitioner misuses the SysTrust Marks or otherwise breaches a 
material term or undertaking of this Agreement. Upon termina­
tion; (i) all rights, licenses and privileges granted to Practitioner, 
including the right to use the SysTrust Marks, shall automatically 
revert to AICPA; (ii) Practitioner shall immediately cease to make 
any representation regarding its status as a licensee; and (iii) Prac­
titioner shall execute any and all documents evidencing such au­
tomatic reversion.
9. Applicable Law; Disputes: Any dispute or claim relating to 
this Agreement shall be settled by arbitration before three (3) ar­
bitrators in the State and County of New York, under the Com­
mercial Arbitration Rules o f the American Arbitration 
Association then existing and applying the laws of the United 
States and o f the State o f New York, without giving effect to the
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conflict-of-laws principles thereof. Judgment upon the award 
may be entered into any court o f competent jurisdiction. 
Nonetheless, either party may bring a civil action to seek equi­
table relief exclusively in the state and federal courts in the State 
and County of New York. The parties hereby submit to the ex­
clusive jurisdiction of and waive any objection to the propriety or 
convenience o f venue in such courts.
10. Assignm ent: Practitioner shall not license, sublicense or 
franchise its rights hereunder, nor transfer or assign this Agree­
ment or any rights hereunder without prior written approval o f 
AICPA. Subject to the foregoing, this Agreement shall be binding 
upon and inure to the benefit o f the parties hereto, their succes­
sors and assigns.
11. Sole Understanding. This Agreement and the SysTrust Prin­
ciples and Criteria, Attestation Standards and AICPA Profes­
sional Standards, sections on Statements on Quality Control 
Standards, Bylaws, Code o f Professional Conduct and Ethics Rulings 
and Statement on Standards for Consulting Services which are in­
corporated herein by reference, comprise the entire agreement of 
the parties with respect to the subject matter o f this Agreement 
and supersede all other agreements, understandings and commu­
nications with respect thereto.
SysTrust Licensing Agreement—Version 2.0 (proposed)
By using the SysTrust Principles and Criteria annexed hereto to 
provide SysTrust Services, you (“Practitioner”) agree to be bound 
by the terms and conditions of this license. IF YOU D O  N O T 
AGREE TO  BE BO U N D  BY TH ESE TERM S AND C O N D I­
T IO N S, YOU MAY R ETU R N  T H E  SYSTRU ST PR IN CI­
PLES AN D CRITERIA TO  T H E  AM ERICAN IN STIT U TE  
OF CERTIFIED PUBLIC ACCO UN TA N TS (“AICPA”), AT 
1211 AVENUE OF T H E  AM ERICAS, NEW  YORK, NY 
10036, FO R A FULL REFUND.
1. Definitions:
“Agreed-Upon Procedure Level”: an engagement under the Attes­
tation Standards in which a practitioner performs procedures,
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agreed-upon by the practitioner and users, and issues a report on 
the practitioner’s finding. The users assume responsibility for the 
sufficiency of the procedures. No opinion or assurance is provided.
“Attestation Standards”: AICPA’s Statements on Standards for At­
testation Engagements and applicable standards referred to therein, 
as revised by AICPA from time to time.
“CICA”: Canadian Institute of Chartered Accountants
“Examination Level” : the highest level o f assurance that can be 
provided under the Attestation Standards (i.e., procedures suffi­
cient to assure low level attestation risk and result in a positive 
opinion).
“Report” : Practitioner’s report, based on an engagement per­
formed under the Attestation Standards at either the Examina­
tion Level or Agreed-Upon Procedure Level, attesting that client’s 
assertion that a defined system meets one or more of the SysTrust 
Principles and Criteria is fairly stated, and stating the SysTrust 
Principles and Criteria were issued by AI CPA/CICA.
“System of Quality Control” : the policies, standards and proce­
dures established by Practitioner to ensure it complies with the 
Attestation Standards and this Agreement, and its own policies 
and procedures, including an independent inspection o f Practi­
tioner’s SysTrust Services, its related quality assurance process and 
its annual license renewal representations pursuant to the AICPA 
Professional Standards, sections on Statements on Quality Control 
Standards, Bylaws, Code o f Professional Conduct and Ethics Rulings 
and Statement on Standards for Consulting Services, as revised by 
AICPA from time to time.
“SysTrust Marks”: SYSTRUST and the CPA SYSTRUST logo:
CPA SysTrust
A s s u r i n g  R e l i a b i l i t y  o f  S y s t e m s
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“SysTrust Principles and Criteria” : the AICPA/CICA SysTrust™  
Principles and Criteria for Systems Reliability, as revised from time- 
to-time. Information on how to obtain the current version can be 
found at http://www.aicpa.org or through the AICPA’s Assurance 
Services Team at (212) 596-6200.
“SysTrust Program”: AICPA’s promulgation of SysTrust Princi­
ples and Criteria and licensing of the SysTrust Marks and Practi­
tioner’s provision o f SysTrust Services and submission to the 
System of Quality Control.
“SysTrust Services” : Practitioner’s examination of clients’ systems 
and issuing of Reports based on the SysTrust Principles and Cri­
teria and/or consulting services related to the SysTrust Principles 
and Criteria.
2. Grant and Qualifications: Subject to the terms of this Agree­
ment, AICPA grants Practitioner a non-exclusive license to use 
the SysTrust Marks in the United States solely in connection with 
providing SysTrust Services. Practitioner agrees, during the term 
of this Agreement, to maintain membership in good-standing in 
AICPA and to enroll in an AICPA approved practice-monitoring 
program.
3. Quality Control:
Standards: Practitioner shall provide SysTrust Services only as an 
Examination Level or Agreed-Upon-Procedure Level service 
under appropriate Attestation Standards, using as measurement 
criteria the current version of the SysTrust Principles and Criteria.
Advertising: Practitioner shall have the right, in the United 
States, for the sole purpose of advertising, promoting or marketing 
the SysTrust Services, to use the SysTrust Marks in high-quality 
promotional and advertising materials in a manner prescribed by 
AICPA Professional Standards, section on Code of Professional 
Conduct, provided Practitioner does not use the SysTrust Marks 
in any manner that, in AICPA’s opinion, may harm, dilute or re­
flect adversely on AICPA or the SysTrust Marks. Practitioner 
shall submit to AICPA’s Assurance Services Team representative 
samples o f all new advertising and promotional materials using
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the SysTrust Marks for approval prior to publication or distribu­
tion, which AICPA may withhold in its sole discretion. Materials 
submitted shall be deemed approved if AICPA does not disap­
prove such materials within seven (7) business days after receipt.
System o f Quality Control. Practitioner shall provide SysTrust 
Services under a System o f Quality Control. Practitioner ac­
knowledges that it has reviewed in detail AICPA Professional 
Standards, sections on Statements on Quality Control Standards, 
Bylaws, Code o f Professional Conduct and Ethics Rulings and 
Statement on Standards for Consulting Services and will main­
tain possession o f a current copy o f same.
4. Records: Practitioner shall maintain, for three (3) years fol­
lowing the end of the calendar year in which it performs SysTrust 
Services, complete and accurate working papers documenting all 
examinations in which Practitioner issued Reports, and shall 
make these records available for inspection and copying by 
AICPAs representatives as reasonably requested.
5. Disclaimer: Use o f the SysTrust Principles and Criteria and 
providing of SysTrust Services are at Practitioner’s sole risk. The 
SysTrust Principles and Criteria are provided “as is,” without war­
ranty o f any kind, and AICPA EXPRESSLY DISCLAIM S ALL 
W ARRANTIES, EXPRESS O R IM PLIED, IN C LU D IN G , 
BU T  N O T  LIM ITED  TO , ANY IM PLIED W ARRANTIES 
OF N O N -IN FR IN G EM EN T , M ERCH AN TA BILITY O R 
FITN ESS FOR A PARTICULAR PURPOSE.
6. Indemnity: Practitioner shall defend and indemnify AICPA 
from all claims, suits, damages and costs (including attorneys’ fees) 
arising out of: (i) false advertising, fraud, misrepresentation or 
other claims related to Practitioner’s SysTrust Services or use of the 
SysTrust Marks, other than solely that the SysTrust Marks infringe 
third-party rights; or (ii) Practitioner’s breach of this Agreement,
7. Practitioner Undertakings: Practitioner agrees not to: (i) di­
rectly or indirectly challenge AICPA's ownership o f the SysTrust 
Marks or the validity o f this license; (ii) consent to any third- 
party representation concerning the SysTrust Principles and Cri­
teria or otherwise refer to the SysTrust Marks except in
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connection with Practitioner’s SysTrust Services; (iii) infringe 
AICPA’s copyrights in materials relating to the SysTrust Program, 
provided that Practitioner may, as a licensee hereunder, reproduce 
and distribute without charge the SysTrust Principles and Crite­
ria to its employees, clients and prospective clients in complete 
and accurate form, including AICPA’s copyright notice; or (iv) vi­
olate any laws, regulations or standards established by an entity of 
competent jurisdiction relating to the promotion or providing of 
SysTrust Services. Practitioner agrees that all Reports issued pur­
suant to this license shall identify the SysTrust Principles and Cri­
teria as having been issued by AICPA/CICA,
8. Termination: AICPA shall have the right to terminate this 
Agreement if Practitioner fails to cure any of the following within 
fifteen (15) days of notice from AICPA: (i) Practitioner’s license to 
practice accountancy is revoked or suspended; (ii) Practitioner is no 
longer a member in good-standing of AICPA and enrolled in an 
AICPA-approved practice-monitoring program; or (iii) Practitioner 
misuses the SysTrust Marks or otherwise breaches a material term or 
undertaking of this Agreement. Upon termination: (A) all rights, li­
censes and privileges granted to Practitioner, including the right to 
use the SysTrust Marks, shall automatically revert to AICPA; (B) 
Practitioner shall immediately cease to make any representation re­
garding its status as a licensee; and (C) Practitioner shall execute any 
and all documents evidencing such automatic reversion.
9. Applicable Law; Disputes: Any dispute or claim relating to 
this Agreement shall be settled by arbitration before three (3) ar­
bitrators in the State and County of New York, under the Com­
mercial Arbitration Rules o f the American Arbitration 
Association then existing and applying the laws o f the United 
States and of the State of New York, without giving effect to the 
conflict-of-laws principles thereof. Judgment upon the award 
may be entered into any court o f competent jurisdiction. 
Nonetheless, either party may bring a civil action to seek equi­
table relief exclusively in the state and federal courts in the State 
and County of New York. The parties hereby submit to the ex­
clusive jurisdiction o f and waive any objection to the propriety or 
convenience of venue in such courts.
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10. Assignment: Practitioner shall not license, sublicense or 
franchise its rights hereunder, nor transfer or assign this Agree­
ment or any rights hereunder without prior, written approval o f 
AICPA. Subject to the foregoing, this Agreement shall be binding 
upon and inure to the benefit of the parties hereto, their succes­
sors and assigns.
11. Sole Understanding: This Agreement and the SysTrust Prin­
ciples and Criteria, Attestation Standards and AICPA Profes­
sional Standards, sections on Statements on Quality Control 
Standards, Bylaw, Code o f Professional Conduct and Ethics Rul­
ings and Statement on Standards for Consulting Services, which 
are incorporated herein by reference, comprise the entire agree­
ment o f the parties with respect to the subject matter o f this 
Agreement and supersede all other agreements, understandings 
and communications with respect thereto.
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APPENDIX D
SysTrust Principles and Criteria, Version 1.01
Availability: The system is available for operation and use at 
times set forth in service statements or agreements.
Criteria
A 1)  The entity has defined and communicated performance objec­
tives, policies, and standards for system availability.
A1.1 The system availability requirements of authorized 
users, and system availability objectives, policies, and standards 
are identified and documented.
Al .2 The documented system availability objectives, policies, 
and standards have been communicated to authorized users.
A1.3 The documented system availability objectives, poli­
cies, and standards are consistent with the system availability 
requirements specified in contractual, legal, and other service 
level agreements and applicable laws and regulations.
A1.4 Responsibility and accountability for system avail­
ability have been assigned.
A1.5 Documented system availability objectives, policies, 
and standards are communicated to entity personnel responsi­
ble for implementing them.
A2) The entity utilizes procedures, people, software, data, and infra­
structure to achieve system availability objectives in accordance with 
established policies and standards.
1. See the “Exposure Draft— Principles and Criteria, version 2.0” section of this Alert 
for a discussion of some of the more significant changes being proposed to this ver­
sion (1.0) o f the principles and criteria.
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A2.1 Acquisition, implementation, configuration and man­
agement of system components2 related to system availability 
are consistent with documented system availability objectives, 
policies, and standards.
A2.2 There are procedures to protect the system against po­
tential risks that might disrupt system operations and impair 
system availability.
A2.3 Continuity provisions address minor processing er­
rors, minor destruction of records, and major disruptions of 
system processing that might impair system availability.
A2.4 There are procedures to ensure that personnel respon­
sible for the design, development, implementation and opera­
tion of system availability features are qualified to fulfil their 
responsibilities.
A3) The entity monitors the system and takes action to achieve com­
pliance with system availability objectives, policies, and standards.
A3.1 System availability is periodically reviewed and com­
pared with documented system availability objectives, policies, 
and standards.
A3.2 There is a process to identify potential impairments to 
the system’s ongoing ability to address the documented system 
availability objectives, policies, and standards and to take appro­
priate action.
A3.3 Environmental and technological changes are monitored
and their impact on system availability is assessed on a timely basis.
Security: The system is protected against unauthorized 
physical and logical access.
Criteria
S1)  The entity has def ined and communicated performance objec­
tives, policies, and standards for system security.
2. System components are categorized as follows: infrastructure (facilities, equipment 
and networks), software (systems, applications, and utilities), people (developers, op­
erators, users, and managers), procedures (automated and manual) and data (trans­
action streams, files, databases, and tables).
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S1.1 The system security requirements of authorized users, 
and the system security objectives, policies, and standards are 
identified and documented.
S1.2 The documented system security objectives, policies, 
and standards have been communicated to authorized users.
S1.3 Documented system security objectives, policies, and 
standards are consistent with system security requirements de­
fined in contractual, legal, and other service level agreements 
and applicable laws and regulations.
S1.4 Responsibility and accountability for system security 
have been assigned.
S1.5 Documented system security objectives, policies, and 
standards are communicated to entity personnel responsible 
for implementing them.
S2) The entity utilizes procedures, people, software, data, and infra­
structure to achieve system security objectives in accordance with es­
tablished policies and standards.
S2.1 The acquisition, implementation, configuration, and 
management of system components related to system security 
are consistent with documented system security objectives, 
policies, and standards.
S2.2 There are procedures to identify and authenticate all 
users authorized to access the system.
S2.3 There are procedures to grant system access privileges 
to users in accordance with the policies and standards for 
granting such privileges.
S2.4 There are procedures to restrict access to computer 
processing output to authorized users.
S2.5 There are procedures to restrict access to files on off­
line storage media to authorized users.
S2.6 There are procedures to protect external access points 
against unauthorized logical access.
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S2.7 There are procedures to protect the system against 
infection by computer viruses, malicious codes, and unautho­
rized software.
S2.8 Threats of sabotage, terrorism, vandalism and other 
physical attacks have been considered when locating the system.
S2.9 There are procedures to segregate incompatible func­
tions within the system through security authorizations.
S2.10 There are procedures to protect the system against 
unauthorized physical access.
S2.11 There are procedures to ensure that personnel responsi­
ble for the design, development, implementation, and operation 
of system security are qualified to fulfil their responsibilities.
S3) The entity monitors the system and takes action to achieve com­
pliance with system security objectives, policies, and standards.
S3.1 System security performance is periodically reviewed 
and compared with documented system security requirements 
of authorized users and contractual, legal, and other service 
level agreements.
S3.2 There is a process to identify potential impairments to 
the system’s ongoing ability to address the documented security 
objectives, policies, and standards, and to take appropriate action.
S3.3 Environmental and technological changes are moni­
tored and their impact on system security is periodically as­
sessed on a timely basis.
Integrity: System processing is complete, accurate, timely and 
authorized.
Criteria
I 1)  The entity has defined and communicated performance objec­
tives, policies, and standards for system processing integrity.
I1.1 The system processing integrity requirements of au­
thorized users and the system processing integrity objectives, 
policies, and standards are identified and documented.
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I1.2 Documented system processing integrity objectives, 
policies, and standards have been communicated to authorized 
users.
I1.3 Documented system processing integrity objectives, 
policies, and standards are consistent with system processing 
integrity requirements defined in contractual, legal, and other 
service level agreements and applicable laws and regulations.
I1.4 Responsibility and accountability for system process­
ing integrity have been assigned.
I1.5 Documented system processing integrity objectives, 
policies, and standards are communicated to entity personnel 
responsible for implementing them.
I2) The entity utilizes procedures, people, software, data, and infra­
structure to achieve system processing integrity objectives in accor­
dance with established policies and standards.
I2.1 The acquisition, implementation, configuration, and 
management of system components related to system process­
ing integrity are consistent with documented system process­
ing integrity objectives, policies, and standards.
I2.2 The information processing integrity procedures re­
lated to information inputs are consistent with the docu­
mented system processing integrity requirements.
I2.3 There are procedures to ensure that system processing 
is complete, accurate, timely, and authorized.
I2.4 The information processing integrity procedures re­
lated to information outputs are consistent with the docu­
mented system processing integrity requirements.
I2.5 There are procedures to ensure that personnel respon­
sible for the design, development, implementation and opera­
tion of the system are qualified to fulfil their responsibilities.
I2.6 There are procedures to enable tracing of information 
inputs from their source to their final disposition and vice versa.
I3) The entity monitors the system and takes action to achieve compli­
ance with system processing integrity objectives, policies, and standards.
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I3.1 System processing integrity performance is periodi­
cally reviewed and compared to the documented system pro­
cessing integrity requirements of authorized users and 
contractual, legal and other service level agreements.
I3.2 There is a process to identify potential impairments to 
the system’s ongoing ability to address the documented pro­
cessing integrity objectives, policies, and standards and take 
appropriate action.
I3.3 Environmental and technological changes are moni­
tored and their impact on system processing integrity is peri­
odically assessed on a timely basis.
Maintainability: The system can be updated when required in 
a manner that continues to provide for system availability, 
security, and integrity.
Criteria
M l) The entity has defined and communicated performance objec­
tives, policies, and standards for system maintainability.
M l.l Documented system maintainability objectives, poli­
cies, and standards address all areas affected by system changes.
M l.2 Documented system maintainability objectives, poli­
cies, and standards are communicated to authorized users.
M l.3 Documented system maintainability objectives, poli­
cies, and standards are consistent with the requirements de­
fined in contractual, legal, and other service level agreements 
and applicable laws and regulations.
M l.4 Responsibility and accountability for system main­
tainability have been assigned.
M l.5 Documented system maintainability performance ob­
jectives, policies, and standards are communicated to entity 
personnel responsible for implementing them.
M 2) The entity utilizes procedures, people, software, data, and infra­
structure to achieve system maintainability objectives in accordance 
with established policies and standards.
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M2.1 Resources available to maintain the system are consis­
tent with the documented requirements of authorized users 
and documented objectives, policies, and standards.
M2.2 Procedures to manage, schedule, and document all 
planned changes to the system are applied to modifications of 
system components to maintain documented system availabil­
ity, security and integrity consistent with documented objec­
tives, policies, and standards.
M2.3 There are procedures to ensure that only authorized, 
tested, and documented changes are made to the system and 
related data.
M2.4 There are procedures to communicate planned and 
completed system changes to information systems manage­
ment and to authorized users.
M2.5 There are procedures to allow for and to control emer­
gency changes.
M 3) The entity monitors the system and takes action to achieve com­
pliance with maintainability objectives, policies, and standards.
M3.1 System maintainability performance is periodically re­
viewed and compared with the documented system maintain­
ability requirements of authorized users and contractual, legal, 
and other service level agreements.
M3.2 There is a process to identify potential impairments to 
the system’s ongoing ability to address the documented system 
maintainability objectives, policies, and standards and to take 
appropriate action.
M3.3 Environmental and technological changes are moni­
tored and their impact on system maintainability is periodi­
cally assessed on a timely basis.
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APPENDIX E
AICPA Assurance Services Products
Assurance Services
CPE— Overview o f Assurance Services (product no. 182021kk)
CPA SysTrust
AICPA/CICA SysTrust Principles and Criteria for Systems Reliability, 
version 1.0 (product no. 060465kk, CDROM — product no. 
060466kk)
CPE—How to Perform a SysTrust Engagement (product no. 730026kk)
CPE— SysTrust Service: An Overview to The New Assurance Ser­
vices on Systems Reliability (product no. 730027kk)
CPA WebTrust
The CPA WebTrust Letter
Assurance Services Alert— CPA WebTrust Alert— 1999 (product 
no. 022232kk)
Assurance Services Alert— WebTrust Alert—2000  (product no. 
022249kk)
CPE—Assurance Services Electronic Commerce (product no. 
732026kk)
Practice Aid— CPA WebTrust Practitioner’s Guide (product no. 
006604kk)
Additional WebTrust information downloadable from the 
AICPA Web site at www.aicpa.org:
• AICPA/CICA, Guide to Auditors and Users o f a Third Party 
Service Provider Audit Report in a WebTrust Engagement, 
March 1999 Approved Guide
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CPA ElderCare Services
Assurance Services Alert— CPA ElderCare Alert— 1999 (product 
no. 022231kk)
Assurance Services Alert— CPA ElderCare Alert—2000  (product 
no. 022248kk)
Practice Aid— CPA ElderCare: A Practitioner’s Resource Guide 
(product no. 022504kk)
CPE—Assurance Services: ElderCare (product no. 732032kk)
CPA Performance Views
CPA Performance Views— Practitioner’s Guide (product no. 
006606kk)
New! Online CPE Offer!
The AICPA will be launching shortly a new online learning li­
brary, AICPA InfoBytes. An annual fee ($95 for members and 
$295 for nonmembers) will offer unlimited access to over 1,000 
hours o f online CPE in one- and two- hour segments. Register 
today as our guest at http://infobytes.aicpaservices.org.
Contact the AICPA
To order copies o f AICPA publications or to obtain information 
about other assurance services products and CPE courses, call the 
AI CPA's toll-free information hotline at (888) 777-7077, fax a re­
quest to the twenty-four-hour fax hotline at (201) 938-3787, or 
visit the AICPA Web site at http://www.aicpa.org. You may also 
write to the American Institute o f Certified Public Accountants, 
Order Department, Harborside Financial Center, 201 Plaza 
Three, Jersey City, N J 07311-3881.
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